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Abstract-The aim of this paper is to avoid hacking theftbigmetrics. As we know, now a day’s cell phoi
have brought a great influence in today’s era. dtad@d new technologies are being used to overdiiffeeent
shortcomings in this field. Cell phones are being used foaiés, surf the web, and many more. Cell phone
used to pay with digital currency that links toradit or debit card. But sometimes there is a tawplsituation
because of possible hacking inamrmerce along with weird results. These problemshmovercome by th
used of biometric system. This system makes avaiklproper protection in-commerce. In biometric syste
different alternatives have been used like biorodtace recognition, fingprint recognition, voice recognitic
and Gait recognition in order to decrease this imacklisaste But sometimes biometrics is unreliable ¢
unsecure to some extent. Essentially, a mobilergg@ystem that combines biometrics with donglhteology
is believed to be the ideal solution for limitingetblack market of stolen cell phones; without bi@metric

charger/dongle, the stolen cell phone would beeestiusele:.

Keywords-Biometric face Recognition, Fingerprint Recognitidoice Recognion.

1. INTRODUCTION

Biometric security is to prevent confiscation aga
M-commerce. Biometric system is used
identification or verification based on differe
methods and technology to[ldvoid unauthorize
involvement of intruders. Many victims exposed
losing and wrong use of information through a cr
in data security, which use ®mmerce, Instead 1
computers. Mecommerce is used to pay with digi
currercy that links to a credit or debit card. This ty
of stored information is crack and attractive
different types of thieves. Biometric authenticat
has been studied as a security method to prevesg
types of crimes.

2. BIOMETRIC PARAPHERNALIA AND
METHOODS

There are different types of biometric authentma
paraphernalia like recognition of face, voice, .
fingerprint. Other biometric authenticati
paraphernalia which is one of the main types co|
of gait recognition.

BIOMETRICS TECHNIQUES

BiougTr €A
RecostiTion

Buewerrue Voice
RecostiTion

Buoureie Fiveererair
RecostTion

Biougrc Face
Recosumion

A. BIOMETRIC FACE RECOGNITION

Firstly, explaining Face Recognition, there is 1
types of face recognition metho

a) Face Identification.

b) Face Verification.
Face ldentification is used for similar input idégn
with registered identity whereas; Faverification is
used to authorize proper access. The cell phc
camera was utilized to capture facial points. Otinex
data was captured, the system used that informéadi
either activate[2]or deactivate all functions. Oth
method is used a differempproach combining fac
recognition, location tracks, and RFID (Ra
Frequency ldentification Tags) technology. The g
thing about an RFID tag is that it is unique to time
that is carried by the owner. On a negative ndiexe
are many privacy issues tf@&t would need to be
focused. For example, RFID tags can be read
tracked at a distance without the user's knowle
The results of the experiment showed there wa
illegal authentication success rate of 97% witl
captured image and 86% witlst a face photo. Basi
on different analysis, face recognition does n@ns
to be fully secure, especially when someone cosé&
a photo[4] from an online social network such
Facebook or Twitter etc.

B. BIOMETRIC FINGERPRINT
RECOGNITION

Fingerprint reognition may seem to be a bit me
secure because a fingerprint is extremely uniquk
difficult to copy. A uniqud5] feature to this research
was the fact that users were able to download
party techniques like algorithms to custonr
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protocols. In such case, external USB opticaFor gait recognition to be successful, three apgres
fingerprint sensor and Technology [7] Biometricwere used:

Image Software are used. The belief in this reearc a) Machine Vision Based.

was that 2D code provides a more effective security b) Floor Sensor Based.

protocol and QR codes are more reliable and secure. c) Wearable Sensor Based Gait Recognition.
The information gathered is detailed to basic point

patterns and specific characteristics. Fingerprird&. FRAMEWORK AND ARCHITECTURE:
authentication systems also use an artificia

fingerprint. The results showed an illegal™™ BIOMETRIC CELL PHONE FRAMEWORK
authentication success rate of 82%. So we canifsayOne good question that may arise is why a biometric
an owner’s fingerprint can be obtained and re-eckat system would be a better alternative to PIN or
with plastic and some special material, a breachh maassword based security methods? Only 19% of
take place and any sensitive information would bgarticipants surveyed in one study used a PIN or

available to the unauthorized person. password to secure their device. Additionally, aa c
use knowledge-based [8] or password-based
C. BIOMETRIC VOICE RECOGNITION authentications as well. Authentication methodsehav

een proven to be weak solutions due to user input.

Previous, we have focused on fingerprint and fa':%eo le tend to select short and easy passwords. In
recognition. Now we are focusing [6] on how voice P yp '

authentication differs from other biometric methodsSOme cases where passwords are more complicated,

In biometric voice recognition, those three second%jome might write them [9] down somewhere which

were coded into the cell phone’s database using at in itself is a security risk. More popular Icel

VOCODER. Once the voice is digitized, new input i hecigeagastgré?;l Z:(;h \7/2 tgfo'ghogses?;eﬁﬂ?r%ﬂ];?’
compared to previous recordings for verification. A y way yp P

‘ - ; security method. As shown in Fig below, a mobile
phoneme’ is the smallest unit of sound to formSecurit svstem. equipoed with a biometric finBTor
distinctions between utterances. A phoneme is also Y sy » equipp getp

. . scanner embedded into a charger/dongle, would be a
very unique and therefore only a small portion wioul . )
have to be recorded for reference. One good thi remarkable solution to prevent theft. To accomplish

cbout s rescarch i that a popose pass-phase |1, LOL" 1" Cell phone an ne charger o
recorded in addition to just voice. This providetr& ' P

protection against breaching this method. The laased.th's’ the framework to this research will be expéa

biometric voice recognition system which exchangeﬁ] more detail.

a digital signature token encrypted and confirmgd ;

voice. The results showed an illegal authenticati Both Hardware Devices are Bauipped
success rate of 88%. As we see here, vo ““]’““""\ / C‘Tm
authentication would be easier to break thd ‘ !
fingerprint authentication because any digital rdeo S3NE

could work. This includes but is not limited to th Yser's Fingerpint /\ o
digital recorder installed on cell phones, whid
nowadays almost everyone carries. That being saic | ARG |

session key exchanged during communication g @ @

verified by voice is a better solution than just

standard voice recognition method.

Figure:- Biometric Phone and Charger Architecture

D. BIOMETRIC GAIT RECOGNITION The cell phone and a cell phone charger would
(ARTIFICIAL INTELLIGENCE) operate a capacitive fingerprint reader which essmbl

Then next method is Biometric Gait Recognitionruncuonamy' For example, when a cell phone is

There are independent authentication systems ssuchpurChaSEd’ the cell phone would be programmed with

face, fingerprint, and voice recognition, other Inuet the user's fingerprint. At that point in time, t_bell
. . , - hone charger wouldlso be programmed with the
is used is gait recognition showed how cell phong

Lo h L tser’s fingerprint and can only be re-programmed b
authentication could be implemented by gathering gathe manugfacliurer. The finger):Jrints trl:\)engbecome a)rll

data. Gait recognition essentially verifies : ;
L . encrypted key which allows the two devices to be
authentication automatically by the way a person ; .
nchronized. This could also apply to a car charge

walks. In cases, where a user is not walking, a PI .
would be required instead. This method is bit defe 10uSe charger, and USB cord. With the USB cord that
connects to a PC, the phone’s biometric readerdcoul

as compare to previo_us method_s because it is alw_aggt as the authorization point. Once the cell prane
recording and gathering data without the user ltavin :

to make any physical inputs charger contain the encrypted fingerprint key, the
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charger acts as a device dongle embedded withich sadssentially, if the equipment is separated from its
state relay (on/off) that has to plug into the phand power source and another power source cannot be
be authorized to activate the charge. Additiondaty, ~ duplicated without a key or hardware security deyic
cell phone should be manufactured with a built-inhe equipment will be useless. Finally, the celbipd
lithium battery that cannot be removed. If the celcompanies have to focus on security issue befag th
phone is ever to be separated from its synced ehargroduce new systems.
indefinitely, the cell phone would be rendered essl
Reason being, the charger has to sync correctly WIREFERENCES
the phone (fingerprint match) for the phone to sta
alive. In addition to this security method, the O
should provide user specificity. Meaning, the user
profile and fingerprint is encrypted and specificthhe
encrypted fingerprint on file. If a new fingerprikey
is programmed, a new profile would have to b
created erasing the old one and preventing intnusio
sensitive information. Another security featurettha
would be added is programming the power button to
only lock and unlock the phone. This way if a cell
phone were to be stolen, there would be no way . . ) .
shutdown the phone without proper authorizatiore Thi%] Y. ljiri, M. Sakuragi, a_md S. _Lao, Security
user could then use a program such as Sandwich Manage_njen,t’ for qune Devices by Face
Recognition,” Electronics & Communication

(Android OS) to remotely destroy the data in atthef ) .
situation without having to worry about their phone Engineering Journalpp. 49-55, May 2006.

being turned off. Ultimately, by the time someon . .
steals a cell phone and attempts to hack the ph(ﬁwﬂ H.A. _Shabee_r and P Sugan:[,hl, MOb'!e Phones
Security Using Biometrics,” Electronics &

using artificial fingerprints, 175 there should be . : :
enough time for the owner to remove their profile g?;ngg?c;égp Engineering Journapp. 270-

which is backed up onto a remote server.
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